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Abstract. This paper describes the AQ systems design project. AQ is
a methodology for design and diagnosis of complex distributed systems
that has been applied at scale to a number of commercially successful
projects in telecommunications, blockchain and other settings. It is sup-
ported by a tried and tested toolkit, written in Haskell.

Unlike other approaches, AQ directly captures key non-functional sys-
tems requirements in the form of composable outcomes, that can be used
to construct statistical timing models, which exposes time as a first-class
citizen. This allows overall systems feasibility to be determined a priori,
and at low cost prior to major implementation being undertaken, as part
of a structured design process. Where the methodology has not been used
a priori, it also allows problems with timing (and other non-functional
properties) to be diagnosed for systems that have been constructed and
deployed, and to determine whether proposed solutions will enable the
desired outcomes.

This paper introduces the AQ methodology, discusses how it has been
applied in the context of Cardano, a top-10 blockchain that comprises
around 900,000 lines of Haskell code, and discusses the supporting toolkit
which is under development.
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1 Introduction

Designing distributed systems to have predictable performance under all loads
is difficult because the behaviour of system components and their interactions
is both non-linear and stochastic. At high load, throughput and latency reach
their limits and resources such as network capacity, CPU capacity, and stor-
age will be exhausted, causing a dramatic effect on performance, particularly
timeliness. Most existing approaches either fail to deal adequately with timeli-
ness concerns, or else fail to capture timeliness properties in a way that permits
the exploration of functionally equivalent distributed system designs. Funda-
mentally, what is needed is a way to expose timeliness properties (and other
non-functional properties) as first-class citizens.

As part of long-standing work to predict and correct real-world problems
with the performance of distributed systems [2,9,1,8,5,12], Predictable Network
Solutions Ltd (PNSol) has led the development of the AQ Systems Development
paradigm (AQSD) that aims to address this issue. AQSD has been used in areas
as diverse as telecommunications [13,11,4,10], WiFi [7], and distributed ledgers
[3,6]. It has been applied to many large industrial systems, with clients including
BT, Vodafone, Boeing, Space and Defence, and IOG (formerly IOHK).

2 The AQ Methodology

In its broadest usage, AQ represents an approach to the modelling and analysis
of distributed systems that treats timeliness as a first-class object, in contrast to
most other approaches that foreground throughput and resource consumption,
with timeliness as an afterthought. ‘Timeliness’ in this context includes failure,
since from the perspective of the rest of the system, a component that fails is
indistinguishable from one that does not deliver its output in time to be useful.
More technically, then, AQ is a measure of timeliness that includes the possi-
bility of failure. Existing systems can be measured and analysed with respect to
AQ), for instance packet data networks can by analysed following [13]. Running
systems can use real-time AQ measurements to adapt their behaviour, as in
aspects of the Cardano blockchain data diffusion function [3,0].

AQ can also be applied a priori during system design by considering the
system as a set of causally-connected outcomes. A design can be refined by de-
composing an outcome into a collection of sub-outcomes: the AQ of the top-level
outcome can then be calculated from the AQs of the sub-outcomes and their
causal relationships. At any stage, the AQ of an outcome can simply be esti-
mated; this then represents a timeliness budget that the subsequent refinement
has to achieve. When it is clear that no plausible refinement can be expected
to meet such a budget, the design is manifestly infeasible. This process allows
design infeasibility to be detected at an early stage, before unfortunate decisions
have been concretised into implementations that are expensive to alter.
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2.1 Relationship to Functional Programming

While, as described above, the AQ methodology is generally applicable to com-
plex distributed systems, it has deep roots in functional programming concepts
and applications. In particular, it has been successfully applied to the Cardano
blockchain node, which is written in Haskell, and which has been (partially) ver-
ified using Agda, QuickCheck, IOSimPOR and other lightweight formal meth-
ods. As described below, the methodology is supported by a new toolkit, which
is written in Haskell.

3 The Cardano Blockchain

The AQ methodology forms an important part of the approach to lightweight
formal methods that is used at IO Global to ensure rapid and effective develop-
ment of high-assurance software, ensuring that important timeliness and other
properties are considered throughout the software development process. In par-
ticular, it has been successfully deployed as a critical part of the high-assurance
development methodology that has been used for Cardano.

Cardano is a fully distributed, permissionless blockchain that uses a proof-
of-stake consensus algorithm called Ouroboros [?]. Nodes in the system that
represent ‘stake’ take turns to mint blocks in the chain depending on a secret
schedule. Because the identity of the next block minting node is unknown to
the rest of the system, each newly minted block must be diffused with high
probability to all potential minters in time for the next block to be minted.
The timeliness of this diffusion process is thus central to the operation of the
consensus algorithm.

4 The AQ Toolkit

A Haskell library has been developed to support the AQ system design method-
ology. This provides a set of functions to evaluate AQ expressions that represent
the causal connections between outcomes, as formalised in [6]. These connections
include:

— Sequential composition: an outcome is dependent on the completion of a
previous outcome;

— Last to finish: two or more outcomes start concurrently, and the overall
outcome completes when they have all completed;

— First to finish: two or more outcomes start concurrently, and the overall
outcome completes when any one of them does;

— Probabilistic choice: one of two or more outcomes is selected with a given
probability.

The library will be released as public open source on Hackage prior to the TFP
2025 meeting.
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5 Proposed Talk Outline

1. Introduction to AQ: basic concepts including timeliness as a first-class citi-
zen, outcomes, connections, outcome diagrams, feasibility.

Simple illustrative example: a small, distributed system.

The Cardano blockchain: timeliness requirements, AQ analysis.

The AQ toolkit: hands-on worked example (live coding).

Related approaches: process calculi, first-class time.

Conclusions: broader applicability, limitations, further work, exposing time
a language property.
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