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Abstract. This talk introduces Cardano, a top-10 blockchain that has
been constructed using Haskell and lightweight formal methods. A key
part of the blockchain’s functionality is based around a set of around
100 formal ledger rules, which have been formulated using a structured
transition system (yielding a small-step operational semantics).

The talk will describe the formal specification of the Cardano ledger
in Agda, highlighting key properties (specifically preservation of value),
showing how the corresponding Haskell implementation can be shown to
conform to the formal specification, and discussing how new QuickCheck
Dynamic capabilities can be used to demonstrate correct behaviour under
both normal and adversarial conditions.
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1 The Cardano Blockchain and its Implementation

Cardano [6] is a top-10 blockchain, with a total market capitalisation in the
tens of billions of dollars, that is designed to work in a highly decentralised way,
using novel proof-of-stake consensus protocols. The Cardano network comprises
around 3,000 active block producing nodes, which are globally distributed and
which cooperate to produce new blocks to extend the chain. These core nodes
are supported by other nodes that act as relays. Wallets, explorers and other
blockchain applications (dApps) connect to these relay nodes to follow the chain
and extract information from it.

The Cardano node [5] is implemented in Haskell and comprises around 500K
lines of code in several modules. The ledger code forms the heart of this code-
base [4], comprising about 200K lines of code that define a structured transi-
tion system, transforming blockchain inputs into unpsent transaction outputs
(UTxO) under the guidance of specific transactions. Each new block then com-
prises a group of (generally unrelated) transactions that build on the previous
blocks in the chain in a cryptographically secure way following the rules of the
Ouroboros Praos proof-of-stake protocol [1]. This talk will focus on these ledger
rules and the properties of the associated transition system.

1.1 Demonstrating Correctness

Our approach is based around a new formalisation of the ledger rules in Agda [2]
that is associated in a systematic way with the underlying Haskell implementa-
tion. There are three main areas of concern for the ledger rules:

1. That major semantic properties hold, the most important of which is that
value is preserved, i.e. that tokens are not created or destroyed by the ledger
operations.

2. That the implementation conforms to the formal specification.
3. That the design performs correctly in the presence of adversarial as well as

honest actors.

Each of these is dealt with in a different way:

1. We construct proofs at the Agda level to demonstrate the correctness of the
most important semantic properties.

2. We generate Haskell code from the Agda sources to give a reference im-
plementation of the ledger rules, and generate property tests (conformance
tests) that show that the behaviour of the actual implementation conforms
to this reference implementation.

3. We use QuickCheck Dynamic [3] to run the reference implementation against
simulated adversarial behaviour.
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2 Talk Outline

The talk will:

1. introduce Cardano and the architecture of the Cardano node;
2. describe the formal specification of (part of) the ledger code in Agda;
3. show how key properties can be proved in Agda;
4. give examples to show how the reference implementation in Haskell is gen-

erated from the Agda formal specification;
5. describe the conformance testing process, with examples;
6. show how QuickCheck Dynamic can be used to determine that the system

behaves correct under both normal and adversarial behaviour;
7. draw some general conclusions relating to the approach that has been used

and improvements that could be made in future.
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